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Network Cleaner N Connectivity

Runbook ans anarHoctukm cetn, backup/restore, proxy, Wi-Fi npodunein, SMB-Bxoza, agantepos u

6bicTpbix LAN/Wi-Fi pexxnmos.

Bce nonsa onepaunin — B cnpaBoyHuKke koMaHg,  docs\COMMANDS_RU.md ; B okHe Network Cleaner —
CETb —> PEMOHT , Connectivity — CETb —> MOAKJIWYEHUE w CETb —> WI-FI |

paHunua Paspgenos

Network Cleaner - 370 repair/backup/restore cnov ans coctosaHua cetn Windows.

Connectivity - ato Tekywaa mapwpyTtunsauma nogkatoverus: Wi-Fi profiles, SMB session login,

adapters, LAN/Wi-Fi switch u sticky pair.

Ecam cetb cnomaHa cuctemHo, HaumHaun ¢ Network Cleaner . ECiM Hy>XHO NepPekNtOUNTb TEKYLLNIA

agantep vav npoduab, nam B Connectivity .

Network Cleaner: be3onacHbin NMopaaok

1. Status snapshot |

2.| Backup network state .

3. Ecam Hy>xHbl Wi-Fi napoawn, otaensHo | Backup with Wi-Fi keys .
4. Tonbko nocne backup 3anyckau repair.

5. MNocne repair cHoBa | Status snapshot .

Backup with Wi-Fi keys akcnoptupyet Wi-Fi XML c | key=clear . 3710 secret-output: dann moxer

cofep>KaTtb Naposib CETU OTKPbITbIM TEKCTOM.

Restore

Restore latest un Restore selected BoccTaHaBaMBatOT COCTOsIHME M3 snapshot.
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Mepea rollback npoekT genaet cBeXUIN CHUMOK TEKYLLLEro COCTOAHUSA, YTObbI faxke "cnoMaHHas"

TekyLlasn KoHbUrypaumsa He notepanacs.

Restore mo>eT 3aTPOHYTb:

IP/DNS/routes;

WinHTTP/WinINet proxy;

firewall export/import;

Winsock/network registry exports;

® | hosts ;

Wi-Fi profiles.

Mocne restore npoBepb cTatyc, DNS v dpaktnyeckoe nogkatoueHmve. He 3anyckai HeCKObKO restore

noapsaz 6e3 uteHus log.

Repair Profiles

Light repair - cambli MArKWK:

e DNS flush/register;
e ARP cache clear;
e NetBIOS refresh;

e DHCP renew Tonbko gns connected DHCP interfaces.
Standard repair ray6xe: Winsock/TCP/IP/proxy/network reset cueHapuw.

Nuclear repair - KpavHWK pexum. VIcnoab3ymn TobKo nocie backup n moHMMaHWA, 4TO TekyLwnin

CeTeBOW CTek yxe npolue cobpaTb 3aHOBO.

Proxy

Proxy-KOMaH,ﬂ,bl pasaeneHbl:

e USEr proxy;

e WInHTTP proxy.

370 pasHbie cnom Windows. OTK/IHOUEeHME O4HOTO He rapaHTMpyeT OTK/IoUYeHre BToporo. MNocne

N3MeHeHMsa proxy nposepb 1 browser/app nosegexne, n CLI-cueHapumn.
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Wi-Fi Profiles
Wi-Fi status noka3biBaeT adapters n coxpaHéHHble profiles.

Connect profile noakntouaeT BbiOpaHHbIN saved profile, onunoHanbHO yepes BbibpaHHbIA Wi-Fi

adapter.

Profile autoconnect meHseT | connectionmode=auto/manual . 310 yg06HO Ans napebl

"AomalwHu npodunb auto, MobmabHbIM hotspot manual®.
Export profiles coxpaHsaeT XML. Clear-text keys BkarouaroTcs TobKO OTAeNbHbIM checkbox.

Import profiles pobasnser XML obpaTHO vepe3 | netsh wlan |

SMB / Windows File Sharing

SMB Bx0A B CeTb OTKPbIBAET BHELLHIOK KOHCO/b ANt BXOAA K KOMMbIOTEPY C OBLWMMKN Nankamu

Windows uepe3  net use .
YTo BaXHO:

® 3TO He co3gaHue share, He HacTpoika ACL 1 He BkatoueHne SMB-cepBepa;

e Lienb onepauun - co3aaTb Nonb3oBaTenbckmii SMB-ceaHC K cyLLecTByOLLEMY KOMMbIOTEPY BUAA

\\COMPUTER ;
® Mapo/ib BBOAMTCA TOJIbKO BO BHELLUHEN KOHCOAM net use u He nonagaet B GUI, logs nan cache;
e GUI xpaHwuT Tonbko napy | computer / user B config\smb_network_logins.json ;

e [OC/Ie YCNeLWHOro BxoAa KOMaHaa nokasbiBaet net view \\COMPUTER W, €CI1 BKAHOUEH

checkbox, otkpbiBaet Explorer Ha | \\COMPUTER ;

e ecv Windows yxe aep>uT SMB-ceaHC K TOMY >Xe KOMMbIOTEPY MO APYTrMM NOJb30BaTesIEM,
BO3MO>Ha OlWwmnbka 1219 ; cHayana 3akpoWn ctapbliin ceaHc yepe3 Windows Credential Manager,

net use wan nepesarpysky.
TunoBow cLeHapuii:

1. BbibpaTb coxpaHEHHY napy wav Bnuncatb  COMPUTER-NAME 1 User Name .
2. HaxaTtb | SMB Bx0A B CeTb |
3. B oTkpbiBLWENCA KOHCONM BBECTM Napoib Windows-yuéTku.

4. Mocne coobuyeHnsa | SMB session is ready pab6otatb ¢ | \\COMPUTER B Explorer.
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Adapter 1 LAN/Wi-Fi Modes

Adapter action Bk/arOYaeT/BbIKJHOYAET BblIOpaHHbIN CETEBOW ajanTtep. 3TO MOXeT obopBaTb

TEKYLLYH CECCMHO.
LAN/Wi-Fi switch :

e LAN only;
e Wi-Fi only;
e both on;

e cycle Wi-Fi.

Wi-Fi sticky pair pgenaet oauH npoduab auto-connect, a BTopon manual. 310 He repair, a

ynpaBaeHne npnopuTeToM NOAKNHOHEHNA.

ae Jlexxat laHHble

TunoBble mecTa:

r
backup\network
backup\wifi
config\smb_network_logins.json
report\smb_network_login.psl

logs

\

Wi-Fi XML c clear keys He fonxkeH yxoauTb B nybanyHble peno3uTopuu, issue, screenshots nam shared
folders. SMB cache He cogep>uT naposiei, HO BCE PaBHO PACKPbIBAET MMEeHa KOMMbHOTEPOB U

MoJib30BaTesien.

Smoke

MuH1ManbHas nposepka:
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Status snapshot
Backup network state
Backup Wi-Fi keys
Restore selected
Wi-Fi status

Export profiles

SMB Bxog B ceTb

Adapter action

-> nuweT snapshot/log, ceTb He MeHsdeT

—-> co3paéTt manifest u exports

—-> 49BHO MNOMeYeH KaK sensitive

—-> Bbl6bupaeT snapshot us dropdown

—-> nokasbiBaeT adapters/profiles

-> XML co3paH B BbI6paHHOI nanke

—> OTKpbIBAeT BHEWHIOW KOHCOMb, naponb He BuaeH B GUI/log

—-> target adapter BugeH B log
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